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I ndependent  auditor ’s Report  on the cont rol env ironm ent  in relat ion 

to I T operat ion of ERP Online Services.   

 

I n addit ion, a paragraph has been added to the descript ion about  the 

role as data processor in accordance with the General Data Protect ion 

Regulat ion.
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St ructure  of  t he  Assurance  Report  

Chapter 1:    

Let ter of Representat ion. 

 

Chapter 2:    

Descr ipt ion of t he cont rol environm ent  in  relat ion t o t he I T operat ion of ERP Online Services. 

  

Chapter 3:    

I ndependent  audit or ’s assurance repor t  on t he descr ipt ion of cont rols,  t heir  design and operat ing 

effect iveness. 

 

Chapter 4:    

Auditor ’s descript ion of cont rol object ives, securit y m easures, tests, and findings. 
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CH A PT ER 1 :   

Let t er  of  Representa t ion 
I nvent io.I T A/ S processes personal data on behalf of customers according to Data Processor Agree-

m ents regarding I T operat ion of ERP Online Services. 

 

The accom panying descript ion has been prepared for the use of custom ers and their  auditors, who have 

used I nvent io.I T A/ S’ ERP Online Services, and who have sufficient  understanding to consider the de-

script ion along with other inform at ion, including inform at ion about  cont rols operated by the customers 

i.e. the Data Cont rollers them selves, when assessing, whether the dem ands to the cont rol environment  

as well as requirements laid down in the General Data Protect ion Regulat ion are com plied with. 

 

I nvent io.I T A/ S hereby confirm s that  

 

(A)   The accom panying descript ion, Chapter 2 ( incl. Appendix 1)  gives a t rue and fair  descript ion of I n-

vent io.I T A/ S’ cont rol environm ent  in relat ion to I T operat ions of ERP Online Services throughout  

the period 1 January 2024 -  31 Decem ber 2024. The cr iter ia for this assert ion are that  the following 

descript ion:   

( i)  Gives an account  of how the cont rols were designed and im plem ented, including:   

 The types of services delivered, including the type of personal data processed  

 The processes in both I T and m anual system s that  are used to init iate, record, process and, 

if necessary, correct , erase and lim it  the processing of personal data 

 The processes ut ilized to secure that  the performed data processing was conducted according 

to cont ract , direct ions or agreem ents with the custom er i.e. the Data Cont roller 

 The processes securing that  the persons authorized to process personal data have pledged 

them selves to secrecy or are subject  to relevant  statutory confident ialit y  

 The processes securing that  -  at  the Data Cont roller ’s discret ion -  all personal data is erased 

or returned to the Data Cont roller, when the data processing is finished, unless personal data 

m ust  be stored according to law or regulat ion  

 The processes support ing the Data Cont roller ’s abilit y to report  to the Supervisory Authorit y 

as well as inform  the Data Subjects in the event  of personal securit y breaches 

 The processes ensuring appropriate technical and organizat ional securit y m easures for pro-

cessing personal data taking into considerat ion the r isks connected to processing, in part icu-

lar accidental or illegal act ions causing dest ruct ion, loss, change, unauthorized forwarding of 

or access to personal data that  is t ransm it ted, stored or in other ways processed 

 Cont rol procedures, which we assum e – with reference to the lim itat ions of the IT operat ion 

of ERP Online Services – have been im plem ented by the Data Cont rollers and which, if nec-

essary to fulfil the cont rol object ives m ent ioned in the descript ion, have been ident ified in the 

descript ion 

 Other aspects of our cont rol environment , r isk assessm ent  process, inform at ion system  ( in-

cluding the accompanying work rout ines)  and com municat ion, cont rol act ivit ies and m onitor-

ing cont rols relevant  for processing of personal data 

 

( ii)  I ncludes relevant  inform at ion about  changes in the I T operat ion of ERP Online Services per-

form ed throughout  the period 1 January 2024 -  31 Decem ber 2024  

 

( iii)  Does not  omit  or m isrepresent  inform at ion relevant  for the scope of the cont rols described, tak-

ing into considerat ion that  the descript ion has been prepared to m eet  the com mon needs of a 

broad range of customers and their  auditors, and m ay not , therefore, include every aspect  of 

Pe
nn

eo
 d

ok
um

en
tn

øg
le

: 1
O

27
Z-

SP
JS

U
-J

JE
A6

-S
YO

AA
-L

E8
FW

-F
VX

6X



 

/ 4 

the cont rol system  that  each individual custom er m ay consider im portant  in their  own part icular 

environm ent . 

 

(B)  The cont rols related to the cont rol object ives stated in the accompanying descript ion were suitably 

designed and operated effect ively throughout  the period 1 January 2024 -  31 Decem ber 2024. The 

cr iteria for this assert ion are that :  

 

( i)  The r isks threatening the fulfilment  of the cont rol object ives m ent ioned in the descript ion were 

ident ified 

  

( ii)  The ident ified cont rols would, if used as described, provide reasonable assurance that  the r isks 

in quest ion would not  prevent  the fulfilm ent  of the said cont rol object ives, and 

 

( iii)  The cont rols were applied consistent ly as designed, including that  m anual cont rols were per-

form ed by persons with adequate com petences and authorit y throughout  the period 1 January 

2024 -  31 Decem ber 2024. 

 

(C)  Appropriate technical and organizat ional securit y m easures are established in order to honour the 

agreem ents with the Data Cont rollers, generally accepted data processor standards and relevant  

dem ands to Data Processors according to the General Data Processing Regulat ion. 

 

(D)  The accom panying descript ion and the related cr iteria for fulfilling the cont rol object ives and con-

t rols, Chapter 2 ( incl. Appendix 1)  have been prepared based on com pliance with I nvent io.I T A/ S’ 

standard agreem ent  as well as related Data Processing Agreem ent . The cr iteria for this basis are:  

 

( i)  I nvent io.I T – Service Level Agreem ent  

( ii)  I nvent io.I T – Data Processor Agreem ent  

 

Brøndby, 9 January 2025 

 

M ichae l Steen Sørensen   Kenneth Kornbeck  Lindeblad 

CEO    I T Securit y Coordinator/  Market ing Manager 

 

I nvent io.I T A/ S, Vallensbæksvej  45, DK-2605 Brøndby, CVR 26112001 
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CH A PT ER 2 :   

Descr ipt ion of  cont rol environm ent  in  

connect ion w it h  I T opera t ion of  ERP 

Online  Services 
 

I nt roduct ion 

The purpose of this descript ion is to provide I nvent io.I T A/ S’ custom ers and their  auditors with infor-

m at ion regarding the requirem ents of I SAE 3402, which is the internat ional audit ing standard for assur-

ance reports on cont rols at  service organisat ions. 

 

The scope of this descript ion is exposure of the technical and organizat ional securit y m easures im ple-

m ented in connect ion with the I T operat ion of I nvent io.I T A/ S’ ERP Online Services. 

 

As a supplem ent  to the descript ion below is added an independent  paragraph (Com pliance with the role 

as data processor) , including a descript ion of essent ial requirem ents in connect ion with the role as data 

processor combined with general requirem ents from  data processor agreem ents. 

 

The scope of this descr ipt ion 

I nvent io.I T is a provider of I T services online services within ERP, and I nvent io.IT’s core act ivit y is ERP 

Online Services, which include development  and delivery of standardised online solut ions for Microsoft  

Dynam ics’ ser ies of products. Monitor ing and support  are on I nvent io.I T’s own plat form  placed in I n-

vent io.I T’s data center. 

 

As provider I nvent io.I T is responsible for establishing and m aintaining appropriate procedures and con-

t rol m easures with the purpose of finding and prevent ing errors, in order to m eet  the requirements laid 

down in the agreem ents. I t  is this core act ivit y that  is the basis for the present  descript ion. 

 

Descript ion of I nvent io.I T A/ S 

I nvent io.I T A/ S was established in 2001 and is a sound Danish business enterprise with stable growth 

and profit . I n 2019 we becam e part  of the listed Swedish Dust in Group.  

 

Our st rength is standardised and subscript ion-based ERP solut ions for Microsoft  Dynam ics, but  we also 

develop custom ized solut ions (Extensions)  for customers, who have such needs. Trust  and confidence 

are the key-words when select ing business partners, and that  is why our emphasis at  I nvent io.dk is on 

m aintaining an organizat ion where all employees are com petent , experienced, reliable, and with great  

com m itment  to each custom er.  

 

We are about  60 em ployees, and due to our units on Zealand and in Jut land we cover the whole coun-

t ry. We focus on sm all and m edium -sized enterprises, as we can use all our com petences in the best  

way in this segm ent . We also serve our internat ional customers’ subsidiar ies and sister com panies in, 

inter alia, Scandinavia, Europe, Afr ica, and North America. 

 

Business st rategy /  I T security strategy 

I t  is st ill I nvent io.I T’s st rategy to exploit  our expert ise within host ing of ERP system s and to further de-

velop online services for sale via a subscript ion-based m odel in large volumes.  
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Our future-oriented solut ions for Microsoft  Dynam ics 365 help sm all and m edium -sizes enterprizes, who 

want  to exploit  the possibilit ies of ERP in the Cloud by m oving from  a outdated plat form  with lim ited 

possibilit ies and to start  autom izing and opt im izing in a cheap and easy way. 

 

We differ from  the t radit ional ERP provider, as we offer pr ice-efficient  online services (SMART apps)  

covering the dem and for a fast  and easy way of start ing the process of standardising and efficiency im -

provem ents of business conduct , t ypical processes, and collaborat ion -  both internally in their  own busi-

ness and externally with their  customers. 

 

With our online services for ERP (SMART apps and online plat form ) , we are already a leader within vol-

um e sales of Microsoft  ERP System s. With the help of our expert ise about  ERP and host ing, this m arket  

m ust  be extended. With further developm ent  of present  products as well as with addit ion of new prod-

ucts. 

 

Hosted ERP solut ions  

I nvent io.I T offers the following ERP Online Services:  

 ERP-online    SMART apps 

(BConline, NAVonline, C5online)  

 

I nvent io.I T is working with I T securit y at  a business-st rategic level, and on this background works on a 

cont inuous basis to ensure a high level of service and qualit y. Both I nvent io.I T’s own m anagent  and 

Dust in Group, who is the owner of I nvent io.I T, give IT securit y a high pr iorit y as an im portant  part  of 

the company ’s business culture, by m eans of the com pany’s securit y policy.  

I nvent io.I T A/ S has decided to base it s I T securit y st rategy on I SO27001 +  2 and is thus applying the 

I SO m ethodology to im plem ent  relevant  securit y m easures within the following areas:   

 

 I nform at ion securit y policy 

 Organisat ion of inform at ion securit y 

 Hum an resource securit y 

 Asset  m anagem ent  

 Access cont rol 

 Cryptography 

 Physical and environmental securit y 

 Operat ions securit y 

 Com m unicat ions securit y 

 Acquisit ion, developm ent , and m ainte-

nance of system s 

 Supplier relat ionships 

 I nform at ion securit y incident  m anage-

m ent  

 I nform at ion securit y aspects of busi-

ness cont inuity m anagement  

 Com pliance with legal and cont ractual 

requirem ents 

 

The cont rol object ives and securit y m easures im plemented by I nvent io.I T A/ S are listed in Appendix 1 

to this descript ion.  

 

I nvent io.I T A/ S’ organisat ion and organising of I T security 

I nvent io.I T’s form al responsibilit y for I T securit y and procedures is placed at  the CSO/ CEO.  

The com pany ’s Board of Directors approves the I T securit y policy. 

 

At  I nvent io.I T there is a clearly divided organizat ion in relat ion to responsibilit y, and I nvent io.I T has 

com prehensive descript ions of responsibilit y and roles at  all levels, from  m anagem ent  to each em ployee 

in operat ions. 

 

On an ongoing basis, all em ployees are kept  updated about  changes in the I T securit y policy. Coordina-

t ion of inform at ion and t raining is planned by the I T securit y coordinator.  

 

When using external business partners, a collaborat ion agreem ent  is devised before the start  of any 

work. 

 

Pe
nn

eo
 d

ok
um

en
tn

øg
le

: 1
O

27
Z-

SP
JS

U
-J

JE
A6

-S
YO

AA
-L

E8
FW

-F
VX

6X



 

/ 7 

 

I nvent io.I T’s organizat ion is divided into 5 departments – ERP Online, ERP Support , ERP Project , Sales, 

and Adm inist rat ion. 

 

As m ost  of the requirements regarding I T securit y are related to ERP Online, Kenneth Kornbeck 

Lindeblad takes on the role as I T securit y coordinator across all departm ents. 

 

This is the reason, we place em phasis on running an organizat ion solely including em ployees, who are 

com petent , experienced, reliable, and with great  com m itm ent  to each customer.  

Bo Kruse, 

 

CEO 

We focus on the business object ives and requirem ents of each com pany, and we take pride in com ply-

ing with deadlines, budgets, funct ionalit y, and quality.  

 

We have a flat  organizat ional st ructure, where the step from  decision to act ion is a short  one, and 

where all em ployees are working with development  as well as with serving our customers. 

 

Our reputat ion is “Once custom er at  I nvent io.I T – always custom er at  I nvent io.I T”. There is som ething 

sim ilar going on with our em ployees, and m any of them  have been working with us from  our start  in 

2001. All this develops very good relat ions between us and our customers. We take pride in having a 

staff, who is content  and is updated on a cont inuous basis via courses etc. At  present  we have several 

Microsoft  cert ificat ions, and we are a Microsoft  Gold Partner. 

 

Risk m anagem ent  at  I nvent io.I T A/ S 

I t  is I nvent io.I T’s policy that  the r isks connected with our com pany’s act ivit ies are covered or lim ited to 

a level allowing the company to m aintain norm al operat ions. I nvent io.I T conducts r isk m anagem ent  

and internal cont rols in several areas and on several levels. We perform  an annual r isk and threat  as-

sessm ent . 

 

I nvent io.I T has im plem ented set  procedures for r isk assessm ent  of our business and part icular ly of ERP 

Online. I n this way, we ensure that  the r isks related to the services we provide, are m inim ized to an 

acceptable level. Risk assessm ent  is conducted regular ly, as well as when we m ake changes to exist ing 

system s or im plement  new system s, which we consider relevant  in connect ion with re-assessing our 

overall r isk assessm ent . The responsibilit y for the r isk assessm ent  is placed at  the CEO.  

 

As part  of the I T securit y st rategy m ent ioned above, I nvent io.I T works with the internat ional standard 

for I T securit y – I SO27001+ 2 – const itut ing the pr imary fram ework for the I T securit y. The I T securit y 

work process is a cont inuous and dynam ic process ensuring that  I nvent io.I T all the t ime lives up to our 

customers' requirem ents and needs. 

 

Managing I T security 

The m anagement  of I nvent io.I T has the day- to-day responsibilit y for I T securit y, and it  is in this way 

ensured that  the overall requirem ents and fram ework for I T securit y are m aintained. Management  has 

M ichael Steen 

Sørensen, 

CEO

ERP-online

(Kenneth 

Kornbeck)

ERP Projekt

(Carina Skytt-

bendixen)

Salgs Afd. 

(Carsten Nørgaard)

ERP Support

(Lars Andersen)

Administrat ion 

(Kenneth 

Kornbeck)

Strategisk 

ledergruppe 
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described I nvent io.I T’s st ructure for I T securit y by m eans of the overall I T securit y policy. The I T secu-

r it y policy m ust  as a m inim um  be revised once a year. 

 

The definit ion of I nvent io.IT’s qualit y m anagem ent  system  is based on the general object ive of provid-

ing stable and secure I T operat ions for our custom ers. I n order to fulfil this object ive, it  has been nec-

essary to im plement  policies and procedures ensuring that  our deliver ies are uniform  and t ransparent . 

 

I nvent io.I T’s I T securit y policy has been prepared with reference to the item s m ent ioned above and ap-

plies to all employees and all deliver ies. I n case of an error or securit y breach in our operat ing environ-

m ent , the error/ securit y breach is rect ified im mediately.  

 

All servers and network units are docum ented in I nvent io.I T’s documentat ion system . All changes in 

our system  are logged here.  

 

The securit y policy establishes the fundamental policies for I nvent io.I T’s infrast ructure and does not  in-

clude condit ions in relat ion to specific products, services, or users. 

 

The securit y policy is providing I nvent io.I T with one com m on set  of rules. I n this way, we achieve a 

stable operat ing environment  and a high securit y level. We m ake regular im provem ents to policies, 

procedures, and operat ions. 

 

I n the area of overall I T securit y, I nvent io.I T has im plem ented the necessary procedures and cont rol 

m easures relat ing to each of the areas within I SO27001+ 2 as defined in Appendix 1, showing the secu-

r it y st ructure and the control object ives im plem ented at  I nvent io.I T. 

 

HR, em ployees, and t raining 

Everybody at  I nvent io.I T m ust  m eet  the requirem ents of the role they have been given and com ply 

with our procedures -  see our I T securit y policy. This is, inter alia, to ensure that  securit y issues are 

adapted and m anaged. At  I nvent io.I T, top prior it y is always applied to securing the custom ers’ data, 

the company ’s equipm ent  -  and in this way -  the business it self. 

 

Descript ion of roles and responsibilit ies, including tasks and responsibilit ies in relat ion to securit y, are 

defined in the devised role descript ions, the staff’s em ploym ent  cont racts, as well as in the I T securit y 

policy. 

 

The general term s and condit ions of the em ploym ent  include that  the employee all the t ime is subject  

to the applicable I T security policy.  

 

I nvent io.I T regards our em ployees as im portant  assets and applies a st ructured process in relat ion to 

the employees’ qualificat ions, t raining, and cert ificat ions. On an ongoing basis – and as a m inim um  an-

nually – courses, presentat ions, and other relevant  act ivit ies are organized to ensure that  relevant  em -

ployees and any relevant  external partners are updated about  securit y and m ade aware of any new 

threats. 

 

All perform ing consultants have com petencies within their  areas of work. This is docum ented by m eans 

of relevant  cert ificat ions and internal t raining. 

 

I nvent io.I T m ust  m eet  a series of requirements from  Microsoft , including specific requirements stat ing 

that  a specified num ber of consultants have passed specified product  cert ificat ions – cert ificat ions that  

m ust  be renewed cont inuously. I nvent io.I T ensures the m aintenance of this high cert ificat ion status via 

cont inual product  t raining and course at tendance.  
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Physical and environm ental security  

Hardware related to ERP Online is placed at  I nterxion’s data cent res at  different  locat ions. The data 

cent res have redundancy on all essent ial components of infrast ructure, like power, UPS, em ergency 

generators, networks as well as internet  connect ion. 

 

I nterxion – the pr im ary data cent re – is placed in an enclosed area. The m ain ent rance is always 

locked, and only em ployees with access card are able to unlock it . 

 

Solely authorized persons get  access to the premises via the established procedure, and at  intervals – 

as a m inim um  once a year -  we follow-up on the persons, who have this access. Only very few selected 

persons from  I nvent io.I T and MMT have access to I nterxion. 

 

The servers are placed in a locked room  installed with cooling and firefight ing equipm ent  etc. The 

server room  has cent ral network equipm ent  and is thus secured in the sam e way as the servers. Power 

supply for the operat ion of the data cent re is protected by UPS and generator.  

 

On an ongoing basis, cont rol supervision is conducted in relat ion to I T securit y placed at  I nterxion (sub-

cont ractor) . 

 

External persons (suppliers or custom ers)  are only given access when accom panied by an authorized 

em ployee. 

 

No unauthorized person will be able to walk around in I nvent io.I T’s offices unim peded, as the exter ior 

doors are locked and as a m inimum  require key card to unlock. 

 

User m anagem ent  /  access security 

At  I nvent io.I T there is an established policy for allocat ion of access. The policy is part  of our I T securit y 

policy. 

 

Custom ers’ users are solely created based on our custom ers’ requests, and likewise -  auditor ’s access 

to end custom ers is only granted based on the end customer ’s acceptance. 

 

I nvent io.I T’s own users are only created based on authorizat ion in writ ing from  the m anagem ent . As a 

rule, users are created with the lowest  set  of r ights necessary to carry out  the assigned tasks. I nven-

t io.I T’s I T securit y policy prescribes that  the em ployees’ passwords are personal, and that  only the user 

him self/ herself is allowed to know the password. 

 

 Password requirements – Password m ust  consist  of digit s or let ters 

 Two- factor logon is applied. 

 

To ensure the highest  securit y level possible, only very few em ployees at  I nvent io.I T and MMT have 

been granted access to back-end system s in relat ion to ERP Online. 

 

To grant  access for a new user, approval from  at  least  two persons from  the ERP Online Department  is 

required. 

 

Cryptography  

Encrypt ion is an im portant  securit y m easure used for protect ion of data during t ransportat ion and stor-

ing. Using secure encrypt ion algorithm s is decisive for m aintenance of high securit y regarding data 

com m unicat ion and stor ing. Usually, we use TLS (Transport  Layer Securit y)  version 1.2 or newer. 
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 Ensure network t raffic between the user ’s client  (browser)  and I nvent io.I T’s services. HTTPS t raffic 

is filtered through a firewall and redirected to cent ral “load balancers.” 

 VPN (Virtual Private Network)  tunnels are used to ensure the network t raffic between customers, 

third part ies, and I nvent io.I T’s network. 

 SFTP (Secure File t ransport  Protocol)  is used for exchanging files between custom ers, third part ies, 

and I nvent io.I T. 

 Secure m ail, default  set t ing is set  up to use encrypt ion for sending/ receiving e-m ail via SMTP. 

 Backup of files and databases is perform ed locally and is secured using TLS 1.2 encrypt ion. 

 Storage disks (SAN)  use encrypt ion for disks that  are act ively registered in the SAN cluster. When a 

disk is rem oved, the encrypt ion is autom at ically erased within short  t im e. 

 

Developm ent  environm ent  

When Invent io.I T develops apps, dedicated sandbox and test  environm ents are used from  where soft -

ware is run for developm ent  and test . The said environm ents are different  from the environments used 

for operat ions.  

There are set  procedures for developm ent , test , and approval. Code changes are separated from  the 

standard applicat ion.  

 

Change m anagem ent   

The purpose of change m anagem ent  is to ensure that  changes are tested and t r ied out  before the 

change is im plem ented for operat ion. All changes are logged autom at ically, and version cont rol is used. 

 

I f incidents happen that  m ight  impact  the operat ions, the m onitor ing system  will autom at ically alert  the 

em ergency response organizat ion, and there is an established procedure for escalat ion, ending with in-

volving the CEO. 

 

Operat ing ERP Online Services 

The operat ion of ERP Online is conducted by I nvent io.I T in close collaborat ion with MMT. 

 

Monitor ing 

Autom at ic m onitor ing of servers, storage system s, networks etc. is established, and first  line support  

staff is on duty 24/ 7/ 365. I nvent io.I T supervises this cont rol on an ongoing basis. 

 

Furtherm ore, I nvent io.I T m onitors on applicat ion level to ensure opt im al perform ance on the system s. 

 

I n case of a cr it ical error, an alert  is sent  visually on a m onitor ing screen as well as on SMS. I f a situa-

t ion occurs, when an error is found on a com ponent  not  included in the autom at ic m onitor ing, steps will 

be taken to future regist rat ion of this com ponent  in the system . 

 

The host ing cent re at  I nterxion is m onitored in relat ion to power cut , tem perature, fire, water, air  hu-

m idity, and in addit ion the whole host ing cent re has cam era surveillance. 

 

Backup/ restore  

The purpose of backup is to ensure that  the custom er ’s data at  I nvent io.I T A/ S’ ERP plat form  can be re-

created, accurately and fast , in order to avoid unnecessary wait ing t im e for the custom ers.  

 

I nvent io.I T ensures the re-establishing of system s and data in a suitable and correct  m at ter and in ac-

cordance with the exist ing agreem ents with I nvent io.I T’s custom ers. 

 

A test  plan is established for verifying the integrit y of the backup, as well as a test  of how to re-estab-

lish system s and data in a pract ical way. A log of these tests is m ade, in order to follow-up on the pos-

sibilit ies of im proving procedures and processes.  
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On a daily basis, backup is taken of the total ERP Online plat form  and the surrounding system s as well 

as of the custom ers’ databases. 

 

There are devised set  procedures and descript ions for configurat ion and m aintenance. 

 

Every night  a com plete copy of all data from  I nvent io.I T’s cent ral system s is moved to the secondary 

data cent re by m eans of the backup system . I n this way, backup data is physically separated from  the 

operat ional system s. 

 

Tasks related to backup are carr ied out  by both MMT and I nvent io.I T. I nvent io.IT m onitors this cont rol 

on an ongoing basis. 

 

I n the event , a custom er wants a restore from  backup or a readout  of BAK file, such work is invoiced 

according to t im e spent . 

 

Patch m ana gem ent   

The purpose of patch m anagem ent  is to ensure that  all relevant  updates such as patches, fixes and ser-

vice packs from  suppliers are im plemented. This happens in order to protect  the system s against  down-

t im e and unauthorized access. This also ensures that  the im plem entat ion is m ade in a cont rolled m an-

ner. 

 

All Windows servers are divided into different  up-dat ing groups. Som e servers are autom at ically up-

dated im mediately. Other servers are updated short ly hereafter, if the first  update was successful. Crit i-

cal servers are updated m anually in order to increase the stabilit y of operat ions. 

 

There is devised a fall-back-plan in relat ion to patch m anagem ent . The purpose of the fall-back-plan is 

ensuring that  the system s can return to norm al operat ions if the update does not  work as intended.  

 

Tasks regarding patch m anagem ent  are carr ied out  by MMT in close dialogue with I nvent io.I T, who also 

supervises this cont rol on an ongoing basis. 

 

Com m unicat ions security  

The internet  provider for the operat ions cent re is Telia. There are two 2GB lines with separate routes to 

the data cent re in Ballerup and two 1GB lines with separate routes to the data cent re in Valby. I n addi-

t ion, there is a 6GB line between the 2 data cent res, and both data cent res are able to funct ion as pr i-

m ary access to all system s. 

 

There are redundant  firewalls/ routers in both data cent res. Four of them  at  Ballerup and two of them  at  

Valby. All firewalls are protected against  DDOS by m eans of policies. 

 

We are protected against  ransom ware using ant ivirus and spam  filter.  

 

Tasks related to com municat ions securit y are carr ied out  by MMT in close dialogue with I nvent io.I T, 

who also supervises this cont rol on an ongoing basis. 

 

I T security incident  m anagem ent  

Securit y incidents detected via -  our own observat ions, alerts from  log and m onitoring system , phone 

calls from  customers/ subcont ractors/ business partners, respect ively – are forwarded to ERP Online with 

sim ultaneous inform at ion to the m anagem ent  of I nvent io.I T. 

 

Securit y incidents and weaknesses in I nvent io.I T’s system s m ust  be reported in such a way that  it  is 

possible to carry out  rem edial act ion in a t im ely m anner.  
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All em ployees at  I nvent io.IT are well aware of procedure report ing of various types of incidents and 

weaknesses that  m ight  have an im pact  on the securit y of I nvent io.I T’s operat ions. Securit y incidents 

and weaknesses m ust  be reported to m anagement  as soon as possible. 

 

I t  is the responsibilit y of m anagem ent  to define and coordinate a st ructured direct ion process to ensure 

an appropriate response to securit y incidents. 

 

Tasks related to m anaging I T securit y incidents are carr ied out  by MMT in close collaborat ion with I n-

vent io.I T. I nvent io.I T supervises this cont rol on an ongoing basis. 

 

Em ergency response m anagem ent  

Both I nvent io.I T and MMT have devised a form al and set  procedure for m anaging the cont ingency plan-

ning on all levels. The cont ingency plan includes I T system s and processes on all levels. The cont in-

gency plan is em bedded in the I T r isk analysis and is m aintained – as a m inimum  once a year – in con-

t inuat ion of the com plet ion of the analysis. 

 

I n devising and reviewing cont ingency plans, these plans are regular ly assessed in relat ion to I nven-

t io.I T’s I T securit y policy in force. 

 

Via m em bership of DCC (Danish Cloud Com munity)  I nvent io.I T is obliged to be able to re-establish any 

and all units in the data cent re within three days. This is secured as r isks have been balanced, units in 

operat ions have been classified, and procedures have been established ensuring that  the cont ingency 

planning is able to replace the operat ions plat form  in order to re-establish the provided services in 

t im e. 

 

A disaster recovery test  of the emergency response is perform ed regular ly. After com plet ing the test , 

the result  is analyzed, and on this background any relevant  elem ents, procedures ad plans are updated. 

 

Com pliance w ith the role as Data Processor 

I t  is the responsibilit y of I nvent io.I T A/ S’ m anagem ent  to ensure that  all relevant  legal and cont ractual 

requirem ents are ident ified and com plied with correct ly. Relevant  requirem ents m ight  be e.g.:  

 

 The EU General Data Protect ion Regulat ion 

 The Danish Data Protect ion Act  

 Data Processor Agreements 

 I nvent io.I T A/ S Service Level Agreem ent  
 I nvent io.I T A/ S standard cont ract  or other relevant  sources 

 

I nvent io.I T is obliged to involve legal experts as needed in order to ensure an appropriate level of com -

pliance with law and regulat ions. Furtherm ore, m anagem ent  reviews all security policies on a regular 

basis, including involving any relevant  stakeholders. The I T securit y fram ework is regular ly audited by 

an independent , external party, and on request  the audit  report  is shared with all I nvent io.I T’s custom -

ers. 

 

EU General Data Protect ion Regulat ion 

I nvent io.I T’s I T services support  the customers’ work processes in connect ion with ERP Online Services. 

I nvent io.I T does not  own any data the customers collect  but  develops and operates the I T services the 

customers ut ilize for perform ing the necessary processing of personal data. According to the EU Gen-

eral Data Protect ion Regulat ion and the Danish supplem entary regulat ions ( the Danish Data Protect ion 

Act ) , I nvent io.I T A/ S is the Data Processor, and the customer is the Data Cont roller. 
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I nvent io.I T cooperates with legal experts in order to ensure that  all legal requirem ents are ident ified 

and accom m odated. I nvent io.I T A/ S has also ensured relevant  cont racts with all key stakeholders ( in-

cluding customers, business partners, key suppliers etc.)  in order to ensure compliance with law and 

regulat ions. I n addit ion, I nvent io.I T works together with the customers in order to ensure that  the cus-

tom ers are aware of and com ply with the relevant  GDPR rules. 

 

According to GDPR, com pliance with the I SO 27001+ 2 standard ensures an appropriate securit y level. 

 

Data Protect ion Officer (DPO)  

I t  is I nvent io.I T’s assessment , that  a DPO is no m andatory requirement . 

 

Privacy and protect ion of personal data 

As m ent ioned above, I nvent io.I T is the custom ers’ Data Processor, given that  the custom ers are offered 

an I T service to which they can t ransfer and handle data and use data for further processing within 

their  respect ive I T tasks. I nvent io.I T is not  responsible for any data uploaded by the custom ers to their  

I nvent io.I T I t  service. Based on the categories and confidence of data t ransferred for processing by the 

customer, I nvent io.I T A/ S m ust  im plem ent  all necessary securit y m easures needed in order to ensure 

an appropriate level of securit y. 

 

Below is a descript ion of I nvent io.I T’s procedures for operat ing as a Data Processor, following direct ions 

from  the Data Cont rollers. 

 

Data Protect ion Agreem ents 

I nvent io.I T enters Data Processor Agreements with all our customers. The Data Processor Agreem ent  is 

a set  procedure when entering a cont ract , and either I nvent io.I T’s own tem plate is used or the cus-

tom er ’s template. These cont racts out line I nvent io.IT’s role and responsibilit ies as Data Processor.  

 

As Data Processor I nvent io.I T is subject  to a special responsibilit y defined in the General Data Protec-

t ion Regulat ion and im plem ented as requirem ents in a Data Processor Agreem ent . I nvent io.I T m ust , 

inter alia:   

 

 Keep record of the types of personal data processed in the respect ive I T services. 

 Describe the technical and organisat ional securit y m easures im plem ented in order to safeguard per-

sonal data. 

 Cont r ibute to the custom er’s obligat ions regarding the Data Subject ’s r ights (see Chapter 3 in the 

EU General Data Protect ion Regulat ion -  GDPR)  

 Provide expert ise for the customer in order to ensure com pliance with Art icle 32 – 34 of GDPR:  

o Art icle 32 – Processing securit y 

o Art icle 33 – Report ing breaches of personal data securit y 

o Art icle 34 – Providing inform at ion about  breaches of personal data securit y to the Data Subjects 

 Com ply with the custom er ’s dem ands about  t ransfer of any personal data outside of the EEA 

 Register nam e and contact  inform at ion of suppliers, who are sub-processors. 

 Secure that  requirements from  the customer in relat ion to processing of personal data m atch the 

requirem ents to a sub-processor.  

 

Decision of purpose as well as legal basis 

As data processor, I nvent io.I T works with personal data based on the customers’ direct ions describing 

the rest r ict ions regarding the lim itat ions of the purpose for the use of data. I n this way, it  is the re-

sponsibilit y of I nvent io.I T that  data collected for a part icular purpose is not  processed cont rary to the 

said purpose.  
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The legal basis for processing personal data in relat ion to the I T operat ion of ERP Online provided by 

I nvent io.I T is found in the data cont roller ’s com pliance with legal obligat ions or in perform ance of obli-

gat ions under a cont ract . 

 

Access to data in custom er instances 

I nvent io.I T offers ERP Online Services operated by I nvent io.I T’s operat ions departm ent . I n general, I n-

vent io.I T has no access to any custom er instances unless specific tasks speak in favour of doing so.  

 

I nvent io.I T has laid down principles for em ployees’ access to and processing custom ers’ data. 

 Only t rusted em ployees have access to custom er data and only when there is a work- related need. 

 Com prehensive int roduct ion courses focusing on rules regarding processing custom er data, as well 

as follow-up in the form  of awareness cam paigns. 

 Procedure for grant ing, review, and cont rol of access to custom er data. 

 Rules for processing custom er data in I nvent io.I T’s I SMS. 

I nvent io.I T logs and m onitors access to the customers’ data in order to secure that  no unauthorized 

persons get  access, and that  no granted access is violated.  

 

I m portant  changes in relat ion to I T security 

For the period covered by this report , there have been no significant  changes in relat ion to I T securit y. 

 

Custom ers'  responsibilit ies ( com plem entary controls at  the custom er)  

This Chapter describes the general cont rol environm ent  for I nvent io.I T’s ERP Online Services, which 

m eans that  no account  has been m ade for the agreem ents of individual customers. 

 

I nvent io.I T is not  responsible for access r ight , including grant ing, changing, and rem oval, in relat ion to 

the individual custom er ’s users and their  access to I nvent io.I T’s ERP Online Services. The custom er is 

responsible for ensuring any cont rols necessary in connect ion with this cont rol object ive. I n relat ion to 

m anagem ent  of the password securit y, the audit  is perform ed from  a general point  of view. 

 

For som e user com panies the securit y in relat ion to creat ion of passwords m ight  be below the fram e if 

the customer ’s m anagem ent  wanted it . The responsibilit y for reconciliat ion of the cont rol environment  

for password securit y stays with each user company, and with those using this report .  

 

Custom ers are responsible for data t ransm ission to I nvent io.I T’s ERP Online Services, and it  is the cus-

tom ers’ responsibilit y to create the necessary data t ransm ission to I nvent io.I T’s data cent re. The cus-

tom er m ust  ensure the necessary cont rol m easures in relat ion to this cont rol object ive. 

 

I nvent io.I T’s cont inuity m anagem ent  is const ructed based on an overall cont ingency plan that  describes 

the approach and procedures to be applied if recovery of I nvent io.I T A/ S’ ERP Online Services is 

needed. Specific cont ingency plans can be prepared for the individual custom er according to need in 

proport ion to the r isk of interrupt ing business processes. 
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A PPEN D I X  1 :    

I nvent io.I T A/ S applies the  follow ing 

cont rol obj ect ives and secur ity  m easures 

from  I SO2 7 0 0 1  and 2   
 

0 . Risk  Assessm ent  and m anagem ent  

0.1. Assessm ent  of securit y r isks  

0.2. Risk m anagem ent  

 

5 . I nform at ion secur ity  policies 

5.1. Managem ent  direct ions for  

inform at ion securit y 

 

6 . Organisat ion of inform at ion secur ity 

6.1. I nternal organisat ion 

6.2. Mobile devises and teleworking 

 

7 . Hum an resource  secur ity  

7.1. Prior to em ploym ent  

7.2. During em ploym ent  

7.3. Term inat ion or change of  

em ploym ent  

 

8 . Asset  m anagem ent  

8.1. Responsibilit y for assets 

 

9 . Access cont rol 

9.1. Business requirem ents of access  

cont rol 

9.2. User access m anagem ent  

9.3. Users’ responsibilit y 

 

1 0 . Cryptogra phy  

10.1. Cryptograhic cont rols 

 

1 2 . Operat ions secur ity 

12.1. Operat ional procedures and responsi-

bilit ies 

12.2. Protect ion from  m alware 

12.3. Backup 

12.4. Logging and m onitor ing 

12.5. Operat ional software m anagem ent  

1 3 . Com m unicat ions secur ity  

13.1 Network securit y m anagem ent  

 

1 4 . ( Acquisit ion) , deve lopm ent , and m ainte -

nance  of system s 

14.1.     Securit y requirements to the I T sys-

tem 

14.2.     Securit y in developm ent  and assist -

ing processes 

 

1 5 . Supplier  re la t ionships 

15.1. I nform at ion securit y in supplier rela-

t ionships 

15.2. Supplier service delivery m anage-

m ent  

 

1 6 . I nform at ion secur ity  incident  m ana ge-

m ent  

16.1. Managem ent  of inform at ion securit y 

incidents and improvem ents 

 

1 7 . I nform at ion secur ity  aspects of business 

cont inuity  m anage m ent  

17.1. I nform at ion securit y cont inuity 

17.2. Redundancies 

 

1 8 . Com pliance  

18.1. Com pliance with legal and cont ractual 

requirem ents 
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CH A PT ER 3 :   

I ndependent  auditor ’s assurance  report  

on the  descr ipt ion of cont rols, t he ir  de-

sign and opera t ing e ffect iveness 

 

For the customers of I nvent io.I T A/ S’ ERP Online Services and their  auditors 

 

Scope 

We have been engaged to report  on I nvent io.I T A/ S’ descript ion in Chapter 2 ( incl. Appendix 1) , which 

is a descript ion of the control environment  in connect ion with the I T operat ions of ERP Online Services, 

see Data Processor Agreem ents with custom ers, throughout  the period 1 January 2024 -  31 Decem ber 

2024, as well as on the design and funct ion of cont rols regarding the cont rol object ives stated in the 

descript ion. 

 

We express our opinion with reasonable assurance. 

 

The report  is based on a part ial approach, which m eans that  the present  report  does not  include the I T se-

curit y cont rols and cont rol act ivit ies related to the use of external business partners. The report  does not  

include cont rol or supervision of subcont ractors. These subcont ractors are listed in the Data Processing 

Agreem ents with the custom ers. 

 

The scope of our report  does not  cover custom er-specific condit ions, and the report  does not  include the 

com plementary cont rols and cont rol act ivit ies conducted by the user com pany;  see the descript ion of the 

com pany in Chapter 2 under the sect ion:  Com plem entary cont rols at  the custom er. 

 

I nvent io.I T A/ S’ responsibility 

I nvent io.I T A/ S is responsible for the preparat ion of the descript ion in Chapter 2 and accom panying as-

sert ion in Chapter 1, including the completeness, accuracy, and m ethod of presentat ion of the descrip-

t ion and assert ion;  for providing the services covered by the descript ion;  for stat ing the cont rol objec-

t ives;  and for designing, im plem ent ing and effect ively operat ing cont rols to achieve the stated cont rol 

object ives. 

 

Beierholm ’s independence and quality m anagem ent  

We have com plied with the requirem ents of independence and other ethical requirements laid down in 

FSR’s Ethical Rules based on fundam ental principles of integrit y, object ivit y, professional com petence 

and requisite care, confident ialit y, and professional conduct .  

 

We apply I SQM 1 and thus sustain a com prehensive system  of qualit y m anagem ent , including docu-

m ented policies and procedures for com pliance with ethical rules, professional standards as well as re-

quirem ents in force under exist ing laws and addit ional regulat ion. 

 

Auditor ’s responsibility 

Our responsibilit y is to express an opinion, based on our procedures, on I nvent io.I T A/ S's descript ion 

and on the design and operat ion of cont rols related to the cont rol object ives stated in the said descrip-

t ion. We have conducted our engagem ent  in accordance with I SAE 3402, Assurance Reports on Cont rols 

at  a Service Organisat ion, issued by the I AASB. The standard requires that  we com ply with ethical re-

quirem ents and that  we plan and perform  our procedures to obtain reasonable assurance about  whe-
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ther, in all m aterial respects, the descript ion is fair ly presented, and whether the cont rols in all m aterial 

aspects are appropriately designed and operate effect ively.  

 

An assurance engagement  to report  on the descript ion, design, and operat ing effect iveness of cont rols 

at  a service organisat ion involves perform ing procedures to obtain evidence about  the disclosures in the 

service organisat ion’s descript ion of it s system , and about  the design and operat ing effect iveness of 

cont rols. The procedures selected depend on the judgem ent  of the service organisat ion’s auditor, in-

cluding the assessm ent  of the r isks that  the descript ion is not  fair ly presented, and that  cont rols are not  

suitably designed or not  operat ing effect ively.  

 

Our procedures included test ing the operat ing effect iveness of such cont rols that  we consider necessary 

to provide reasonable assurance that  the cont rol object ives stated in the descript ion have been 

achieved. An assurance engagem ent  of this t ype also includes evaluat ing the overall presentat ion of the 

descript ion, the suitabilit y of the object ives stated therein, and the suitabilit y of the cr iter ia specified 

and described by I nvent io.I T A/ S in Chapter 2 ( including Appendix 1) . 

 

We believe that  the evidence we have obtained is sufficient  and appropriate to provide a basis for our 

opinion. 

 

Lim itat ions of controls at  I nvent io.I T A/ S 

I nvent io.I T A/ S's descript ion is prepared to m eet  the com m on needs of a broad range of customers and 

their  auditors and m ay not , therefore, include every aspect  of the system  that  each individual custom er 

m ay consider im portant  in their  own part icular environm ent . Moreover, because of their  nature, cont rols 

at  I nvent io.I T A/ S m ay not  prevent  or detect  all errors or om issions in processing or report ing t ransac-

t ions. Furtherm ore, the project ion of any evaluat ion of effect iveness to future periods is subject  to the 

r isk that  cont rols at  the service organisat ion m ay becom e inadequate or fail. 

 

Opinion 

Our opinion is based on the m at ters out lined in this report . The cr iteria on which our opinion is based are 

those described in Chapter 1 under Let ter of Representat ion. I n our opinion,  

 

a)  The descript ion fair ly presents I nvent io.I T A/ S’ cont rol environment  in relat ion to the I T operat ions 

of ERP Online Services, such as it  was designed and im plem ented throughout  the period 1 January 

2024 -  31 Decem ber 2024 in all m aterial respects;  and  

b)  The cont rols related to the cont rol object ives stated in the descript ion were in all m aterial respects 

suitably designed throughout  the period 1 January 2024 -  31 Decem ber 2024;  and 

c)  The cont rols tested, which were those necessary to provide reasonable assurance that  the cont rol 

object ives stated in the descript ion were achieved in all m aterial respects, had operated effect ively 

throughout  the period 1 January 2024 -  31 Decem ber 2024. 

 

Descript ion of tests of controls 

The specific cont rols tested, and the nature, t im ing and findings of those tests are listed in Chapter 4. 

 

I ntended users and purpose 

This report  and the descript ion of the test  of cont rols in Chapter 4 are solely intended for I nvent io.I T 

A/ S’ custom ers and their  auditors, who have sufficient  understanding to consider them  along with other 

inform at ion, including inform at ion about  the custom ers’ own cont rol m easures, which the custom ers as 

Data Cont rollers have perform ed them selves, when assessing whether the cont rol environment  is ap-

propriate, and there is com pliance with the requirem ents of General Data Protect ion Regulat ion. 
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Søborg, 9 January 2025 

Beierholm  

Godkendt  Revisionspartnerselskab 

CVR-nr. 32  89  54  68 

 

Kim  Larsen    Jesper  Aaskov Pedersen 

State-authorized Public Accountant   I T-auditor, Director   

 

 

 

 

 

 

  

Pe
nn

eo
 d

ok
um

en
tn

øg
le

: 1
O

27
Z-

SP
JS

U
-J

JE
A6

-S
YO

AA
-L

E8
FW

-F
VX

6X



 

/ 19 

 

CH A PT ER 4 :   

Auditor 's descr ipt ion of  cont rol obj ec-

t ives, secur ity  m easures, test s, and f ind-

ings 
We have st ructured our engagem ent  in accordance with I SAE 3402 – Assurance Reports on Cont rols at  

a Service Organisat ion. For each cont rol object ive, we start  with a br ief sum m ary of the cont rol objec-

t ive as described in the fram e of reference I SO27001 and 27002. 

 

With respect  to the period, we have tested whether I nvent io.I T A/ S has com plied with the cont rol ob-

ject ives throughout  the period 1 January 2024 -  31 Decem ber 2024. 

 

Below the grey field are three colum ns:  

 

 The first  colum n tells the act ivit ies I nvent io.I T A/ S, according to their  docum entat ion, has put  into 

pract ice in order to com ply with the requirem ents. 

 The second colum n tells how we have decided to test , whether facts tally with descript ions. 

 The third colum n tells the findings of our test . 

 

The Tests Perform ed 

The tests perform ed in connect ion with establishing the cont rol m easures’ design, im plementat ion and 

operat ional efficiency are conducted using the m ethods described below:  

 

I nspect ion Reading of documents and reports containing informat ion about  exe-

cut ion of the cont rol. This includes, inter alia, reading and deciding 

about  reports and other docum entat ion in order to assess, whether it  

can be expected that  the design of specific cont rol m easures will be 

efficient , if im plem ented. Furtherm ore, it  is assessed whether cont rol 

m easures are m onitored and cont rolled sufficient ly and with appropri-

ate intervals.  

Enquiries Enquiries to/ interview with relevant  staff at  I nvent io.I T A/ S. Enquir ies 

have included how cont rol m easures are performed. 

Observat ion We have observed the perform ance of the cont rol. 

Repeat ing the cont rol Repeated the relevant  cont rol m easure. We have repeated the perfor-

m ance of the cont rol in order to verify that  the cont rol m easure works 

as assum ed. 
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C O N T R O L  O B JEC T I V E -  I N T R O D U C T I O N :   

Risk Assessm ent  and Managem ent   

 

The r isk assessm ent  m ust  ident ify and prior it ise the risks based on the operat ion of ERP Online 

Services. The findings are to cont r ibute to the ident ificat ion and prior it isat ion of m anagem ent  in-

tervent ions and securit y m easures necessary to address relevant  r isks. 

 

I nvent io.I T A/ S’  

cont rol procedures 
Auditor ’s test  of cont rols Test  findings 

Through a r isk assessm ent , 

r isks have been ident ified and 

priorit ised. The ERP Online Ser-

vices defined in the descript ion 

are used as basis for the as-

sessm ent .  

The findings cont ribute to the 

ident ificat ion and priorit isat ion 

of m anagem ent  intervent ions 

and securit y m easures neces-

sary to address relevant  r isks.  

 

We have requested and obtained the rel-

evant  m aterial in connect ion with the au-

dit  of r isk m anagement . 

We have checked that  regular r isk as-

sessm ents are carr ied out  for the ERP 

Online Services in relat ion to business 

condit ions and their  developm ent . We 

have checked that  the r isk assessm ent  is 

deployed down through the com pany ’s 

organisat ion. 

We have checked that  the com pany's ex-

posure is m anaged on a current  basis 

and that  relevant  adaptat ions of conse-

quences and probabilit ies are m ade reg-

ular ly. 

 

No com m ents. 
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C O N T R O L  O B JEC T I V E 5 :   

I nform at ion Secur ity Policies 

 

Managem ent  m ust  prepare an inform at ion securit y policy that  covers, am ong other things, m an-

agem ent 's securit y object ives, policies, and overall act ion plan. The inform at ion securit y policy is 

m aintained, taking the current  r isk assessm ent  into considerat ion. 

 

I nvent io.I T A/ S’  

cont rol procedures 
Auditor ’s test  of cont rols Test  findings 

There is a writ ten st rategy cov-

ering, am ong other things, 

Managem ent 's securit y objec-

t ives, policies, and overall ac-

t ion plan.  

The I T securit y policy and ac-

com panying support ing policies 

are approved by the com pany's 

Managem ent , and then de-

ployed down through the com -

pany's organisat ion. 

The policy is available for all 

relevant  em ployees. 

The policy is re-evaluated ac-

cording to planned intervals.  

 

We have obtained and audited I nven-

t io.I T A/ S' latest  I T security policy. 

During our audit , we checked that  

m aintenance of the I T securit y policy is 

conducted on a regular basis. At  the 

sam e t im e, we checked during our audit  

that  the underlying support ing policies 

have been im plem ented. 

We have checked that  the policy is ap-

proved and signed by the com pany's Su-

pervisory and Execut ive Boards and 

m ade available for the employees on I n-

vent io.I T A/ S' int ranet . 

 

No com m ents. 
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C O N T R O L  O B JEC T I V E 6 :   

Organisat ion of I nform at ion Security 

 

Managem ent  of the I T securit y m ust  be established in the com pany. Organisat ional responsibilit y 

for the I T securit y m ust  be placed with appropriate business procedures and inst ruct ions. The per-

son responsible for I T securit y m ust , am ong other things, ensure com pliance with securit y 

m easures, including cont inuous updat ing of the overall r isk assessm ent .  

 

Managem ent  m ust  ensure a suitable level of protect ion for teleworking and the use of m obile de-

vises. 

 

I nvent io.I T A/ S’  

cont rol procedures 
Auditor ’s test  of cont rols Test  findings 

Organisat ional responsibility for 

I T securit y has been placed, 

documented, and implemented.  

The I T securit y has been coor-

dinated across the com pany's 

organisat ion. 

 

Through inspect ion and tests, we have 

ensured that  the organisat ional responsi-

bilit y for I T securit y is docum ented and 

im plem ented.  

We have checked that  the I T securit y is 

deployed across the organisat ion in rela-

t ion to ERP Online Services.  

By conduct ing interviews, we have 

checked that  the person responsible for 

I T securit y knows his/ her role and re-

sponsibilit ies. 

 

No com m ents. 

Risks in relat ion to use of m o-

bile devices and teleworking 

have been ident ified, and secu-

r it y issues in relat ion custom ers 

are m anaged.  

 

We checked that  form al policies exist  in 

connect ion with the use of m obile de-

vices and teleworking. 

On a test  basis, we have inspected that  

the policy is im plem ented regarding em -

ployees using m obile devices. 

Regarding the use of teleworking at  I n-

vent io.I T A/ S, we have checked whether 

appropriate securit y m easures have 

been im plem ented thus this area is cov-

ered in relat ion to the r isk assessm ent  of 

the area. 

 

No com m ents. 
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C O N T R O L  O B JEC T I V E 7 :   

Hum an Resource Security 

 

I t  m ust  be ensured that  all new em ployees are aware of their  specific responsibilit ies and roles in 

connect ion with the company's inform at ion securit y in order to m inim ise the r isk of hum an errors, 

theft , fraud and abuse of the com pany's inform at ion assets. 

 

I nvent io.I T A/ S’  

cont rol procedures 
Auditor ’s test  of cont rols Test  findings 

Based on the specified work 

processes and procedures, it  is 

ensured that  all new em ployees 

are inform ed of their  specific 

responsibilit ies and roles in 

connect ion with their  em ploy-

m ent  at  I nvent io.I T A/ S. This 

includes the fram ework laid 

down for the work and the I T 

securit y involved.  

Securit y responsibilit ies, if any, 

are determ ined and described 

in job descript ions and in the 

form  of term s and condit ions in 

the employm ent  cont ract . 

The em ployees are fam iliar 

with their  professional secrecy 

based on a signed employm ent  

cont ract  and through I nven-

t io.I T A/ S' HR policy. 

 

We have verified that  rout ines and pro-

cedures developed by Managem ent  in 

connect ion with start  of em ploym ent  and 

term inat ion of em ploym ent  have been 

adhered to.  

Based on random  sam ples, we have 

tested whether the above rout ines and 

procedures have been complied with in 

connect ion with start  of em ploym ent  and 

term inat ion of em ploym ent . 

Through interviews, we have checked 

that  employees of significance to ERP 

Online Services are fam iliar with their  

professional secrecy. 

We have on a test  basis exam ined the 

job descript ions and em ploym ent  con-

t racts of key em ployees and subse-

quent ly tested the awareness of the indi-

vidual em ployee of their  roles and re-

lated securit y responsibility.  

We have ensured that  I nvent io.I T A/ S' 

HR policy is easily accessible and has a 

sect ion on term s for professional secrecy 

with respect  to inform at ion obtained in 

connect ion with work conducted at  I n-

vent io.I T A/ S. 

 

No com m ents. 
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C O N T R O L  O B JEC T I V E 8 :   

Asset  Managem ent  

 

Necessary protect ion of the com pany’s inform at ion assets m ust  be ensured and m aintained, all the 

com pany ’s physical and funct ional assets related to inform at ion m ust  be indent ified, and a respon-

sible owner appointed. The com pany m ust  ensure that  inform at ion assets related to ERP Online 

Services have an appropriate level of protect ion.  

 

I nvent io.I T A/ S’  

cont rol procedures 
Auditor ’s test  of cont rols Test  findings 

All inform at ion assets have 

been ident ified and an updated 

list  of all significant  assets has 

been established.  

An “owner” of all significant  as-

sets is appointed in connect ion 

with the operat ion of ERP 

Online Services. 

We have exam ined and checked the 

com pany's cent ral I T register for signifi-

cant  I T ent it ies in connect ion with the 

operat ion of I nvent io.I T A/ S’ ERP Online 

Services.  

Through observat ions and cont rol, we 

checked relat ions to cent ral knowhow 

system s for the operat ion of ERP Online 

Services.  

By observat ions and enquir ies, we have 

checked that  I nvent io.I T A/ S com plies 

with all m aterial securit y m easures for 

the area in accordance with the securit y 

standard. 

 

No com m ents. 
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C O N T R O L  O B JEC T I V E 9 :   

Access Control 

 

Access to the company's system s, inform at ion and network m ust  be cont rolled based on business 

and statutory requirem ents. Authorised users' access m ust  be secured, and unauthorised access 

m ust  be prevented. 

 

I nvent io.I T A/ S’  

cont rol procedures 
Auditor ’s test  of cont rols Test  findings 

Documentat ion and updated di-

rect ions exist  for I nvent io.I T 

A/ S' access cont rol. 

We have:  

 asked Managem ent , whether access 

cont rol procedures have been estab-

lished at  I nvent io.I T A/ S. 

 

 ver ified on a test  basis that  access 

cont rol procedures exist  and have 

been im plem ented;  see I nvent io.I T 

A/ S' direct ions. 

 

 by interviewing key staff and by in-

spect ion on a test  basis, we have 

verified that  access cont rol for the 

operat ions environment  com ply with 

I nvent io.I T A/ S' direct ions, and au-

thorisat ions are granted according to 

agreem ent . 

No com m ents. 

A form al procedure exists for 

grant ing and discont inuing user 

access. 

Grant ing and applicat ion of ex-

tended access r ights are lim ited 

and m onitored. 

We have asked Managem ent , whether a 

form al procedure exists for grant ing and 

discont inuing user access. 

We have by inspect ion on a test  basis 

verified:  

 that  adequate authorisat ion system s 

are used in relat ion to access cont rol 

at  I nvent io.I T A/ S. 
 

 that  the form alised business proce-

dures for grant ing and discont inuing 

user access have been im plem ented 

in I nvent io.I T A/ S' system s, and reg-

istered users are subject  to regular 

follow-up. 

No com m ents. 

I nternal users’ access r ights 

are reviewed regular ly accord-

ing to a form alised business 

procedure. 

By inspect ion on test  basis, we have ver-

ified that  a form alised business proce-

dure exists for follow-up on authorisat ion 

cont rol according to the direct ions, in-

cluding:  

 that  form al m anagement  follow-

up is perform ed on registered 

users with ordinary r ights and 

extended r ights every 12 

m onths. 

 

No com m ents. 
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The grant ing of access codes is 

cont rolled through a form alised 

and cont rolled process, which 

ensures, am ong other things, 

that  standard passwords are 

changed. 

We have asked Managem ent  whether 

procedures grant ing access code have 

been established at  I nvent io.I T A/ S. 

By inspect ion on a test  basis, we have 

verified  

 

 that  an autom at ic system s cont rol 

takes place, when access codes are 

granted to check that  passwords are 

changed after first  login. 

 

 that  standard passwords are 

changed in connect ion with im ple-

m entat ion of system s software, etc. 

 

 if this is not  possible, that  proce-

dures ensure that  standard pass-

words are changed m anually. 

 

No com m ents. 

Access to operat ing system s 

and networks are protected by 

passwords. 

Qualit y requirem ents have 

been specified for passwords, 

which m ust  have a m inimum  

length, requirem ents as to 

com plexity, m axim um  durat ion, 

and likewise password setup 

m eans that  passwords cannot  

be reused.  I n addit ion, 2- factor 

logon is a requirement .   

Furtherm ore, the user will be 

barred, in the event  of re-

peated unsuccessful at tempts 

to login.  

 

We have asked Managem ent  whether 

procedures ensuring quality passwords 

in I nvent io.I T A/ S are established. 

By inspect ion on a test  basis, we have 

verified that  appropriately program m ed 

cont rols have been established to ensure 

qualit y passwords com plying with the 

policies for:  

 m inimum  length of password 

 

 m axim um  life of password 

 

 m inimum  history of password 

 

 lockout  after unsuccessful login 

at tem pts 

 

 2- factor logon 

 

 

No com m ents. 
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C O N T R O L  O B JEC T I V E 1 0 :  

Cryptography 

 

There m ust  be correct  and efficient  use of cryptography to protect  inform at ion confident ialit y, au-

thent icit y, and/ or integrit y. 

 

I nvent io.I T A/ S’  

cont rol procedures 
Auditor ’s test  of cont rols Test  findings 

For encrypt ing personal data 

I nvent io.I T A/ S has im ple-

m ented an encrypt ing policy 

defining the st rength and pro-

tocol of encrypt ing. 

Encrypt ion is used when t rans-

m it t ing confident ial and sensi-

t ive personal data via internet  

and e-m ail. 

 

 

I nspected the existence of form alized 

procedures ensuring that  t ransm ission of 

sensit ive and confident ial inform at ion via 

the internet  is protected by st rong en-

crypt ion based on an approved algo-

r ithm . 

I nspected that  encrypt ion is applied 

when sensit ive and confident ial personal 

data is t ransmit ted via internet  or using 

e-m ail. 

I nspected that  technological solut ions for 

encrypt ion have been accessible and ac-

t ivated throughout  the ent ire report ing 

period. 

 

No com m ents. 
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C O N T R O L  O B JEC T I V E 1 2 :  

Operat ions Security  

 

Cont rol object ive:  Operat ions procedures and areas of responsibilit y. 

 

A correct  and adequate running of the com pany’s operat ing system s m ust  be ensured. The r isk of 

technology related crashes m ust  be m inim ised. A certain degree of long- term  planning is impera-

t ive in order to ensure sufficient  capacity. A cont inuous capacity project ion m ust  be perform ed 

based on business expectat ions for growth and new act ivit ies and the capacity dem ands derived 

hereof. 

 

I nvent io.I T A/ S’  

cont rol procedures 
Auditor ’s test  of cont rols Test  findings 

The operat ions procedures for 

business-cr it ical system s are 

documented, and they are 

available to staff with work- re-

lated needs. 

 

Managem ent  has implemented 

policies and procedures to en-

sure sat isfactory segregat ion of 

dut ies. 

 

We have:  

 Asked Managem ent  whether all rele-

vant  operat ion procedures are docu-

m ented. 

 

 I n connect ion with our audit  of the 

individual areas of operat ion verified 

on a test  basis that  documented pro-

cedures exist  and that  there is con-

cordance between the docum enta-

t ion and the procedures actually per-

form ed. 

 

 I nspected users with administ rat ive 

r ights in order to verify that  access is 

just ified by work- related needs and 

does not  com prom ise the segrega-

t ion of dut ies. 

 

No com m ents. 

Managem ent  of operat ional en-

vironm ent  is established in or-

der to m inim ise the r isk of 

technology related crashes. 

Cont inuous capacity project ion 

is perform ed based on business 

expectat ions for growth and 

new act ivit ies and the capacity 

dem ands derived hereof. 

 

We have:  

Asked Managem ent  about  the proce-

dures and cont rol act ivit ies perform ed. 

On a test  basis exam ined that  the opera-

t ion environment ’s consumpt ion of re-

sources is m onitored and adapted to the 

expected and necessary capacity re-

quirem ents. 

No com m ents. 
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Cont rol object ive:  Protect ion from  m alware 

 

To protect  from  m alicious software, such as virus, worm s, Trojan horses, and logic bom bs. 

Precaut ions m ust  be taken to prevent  and detect  at tacks from  m alicious software.  

 

I nvent io.I T A/ S’  

cont rol procedures 
Auditor ’s test  of cont rol procedures Test  findings 

Prevent ive, detect ing and re-

m edial securit y and cont rol 

m easures have been estab-

lished, including the required 

t raining and provision of infor-

m at ion for the com pany's users 

of inform at ion system s against  

m alicious software. 

We have:  

 enquired about  and inspected the 

procedures/  cont rol act ivit ies per-

form ed in the event  of virus at tacks 

or outbreaks. 

 

 enquired about  and inspected the 

act ivit ies m eant  to increase the em -

ployees’ awareness of precaut ions 

against  virus at tacks or outbreaks. 

 

 ver ified that  ant i-virus software has 

been installed on servers and in-

spected signature files docum ent ing 

that  they are updated. 

 

No com m ents. 

 

 

Cont rol object ive:  Backup 

 

To ensure the required accessibilit y to the com pany's inform at ion assets. Set  procedures m ust  be 

established for backup and for regular test ing of the applicabilit y of the copies. 

 

I nvent io.I T A/ S’  

cont rol procedures 
Auditor ’s test  of cont rols Test  findings 

Backup is m ade of all the com -

pany's significant  inform at ion 

assets, including, e.g. param e-

ter setup and other operat ions-

cr it ical documentat ion, accord-

ing to the specified direct ions. 

 

 

We have:  

 asked Managem ent  about  the proce-

dures/  cont rol act ivit ies perform ed. 

 

 exam ined backup procedures on a 

test  basis to confirm  that  these are 

form ally documented. 

 

 exam ined backup log on a test  basis 

to confirm  that  backup has been 

com pleted successfully and that  

failed backup at tem pts are handled 

on a t im ely basis. 

 

 exam ined physical securit y (e.g. ac-

cess lim itat ions)  for internal storage 

locat ions to confirm  that  backup is 

safely stored. 

 

 

No com m ents. 
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Cont rol object ive:  Logging and m onitor ing 

 

To reveal unauthorised act ions. Business-cr it ical I T system s m ust  be m onitored, and securit y 

events m ust  be registered.  Logging m ust  ensure that  unwanted incidences are detected.  

 

I nvent io.I T A/ S’  

cont rol procedures 
Auditor ’s test  of cont rols Test  findings 

Operat ing system s and network 

t ransact ions or act ivit ies involv-

ing special r isks are m onitored. 

Abnorm al condit ions are exam -

ined and resolved on a t imely 

basis. 

 

I nvent io.I T A/ S logs when in-

ternal users log off and on the 

system s. 

 

Only in the event  of suspected 

or ident ified abuse of the sys-

tem s, users are act ively moni-

tored. 

 

We have:   

 asked Managem ent  about  the proce-

dures/  cont rol act ivit ies perform ed 

and have exam ined the system  

setup on servers and important  net -

work units as well as verified that  

param eters for logging have been 

set  up, thus t ransact ions m ade by 

users with extended r ights are being 

logged. 

 

 checked on a test  basis that  logs 

from  crit ical system s are subject  to 

sufficient  follow-up. 

No com m ents. 

A cent ral m onitor ing tool is 

used which sends alerts, if 

known errors occur. I f possible, 

it  is m onitored whether an er-

ror is about  to occur in order to 

react  proact ively.  

Alerts are shown on the moni-

tor ing screen m ounted in the 

project  and operat ions depart -

m ent . Crit ical alerts are also 

sent  by em ail and SMS. 

 

Status reports are sent  by 

em ail from  different  system s. 

Som e daily – others when inci-

dents occur in the system . The 

operator on duty is responsible 

for checking these em ails daily. 

 

We have:  

 asked Managem ent  about  the proce-

dures/  cont rol act ivit ies perform ed. 

 

 ensured that  a m onitor ing tool is 

used and that  this is available to all 

em ployees.  

 

 ensured that  alerts are sent  by em ail 

and SMS, if errors occur. 

 

 exam ined status reports. 

 

 ensured that  an operator on duty is 

established and that  this operator on 

duty checks reports on a daily basis. 

No com m ents. 

 

  

Pe
nn

eo
 d

ok
um

en
tn

øg
le

: 1
O

27
Z-

SP
JS

U
-J

JE
A6

-S
YO

AA
-L

E8
FW

-F
VX

6X



 

/ 31 

 

Cont rol object ive:  Managing operat ions software 
 

Ensuring establishm ent  of appropriate procedures and cont rols for im plem entat ion and m ainte-

nance of operat ing systems. 

 

I nvent io.I T A/ S’  

cont rol procedures 
Auditor ’s test  of cont rols Test  findings 

Changes in the operat ion envi-

ronm ent  comply with estab-

lished procedures. 

 

We have asked Managem ent , whether 

procedures for patch m anagem ent  are 

established in I nvent io.I T A/ S. 

By inspect ion on test  basis, we have ver-

ified that  

 adequate procedures are applied, 

when cont rolled im plem entat ion of 

changes to the product ion environ-

m ent  of I nvent io.I T A/ S is per-

form ed. 
 

 changes to I nvent io.I T A/ S’ opera-

t ion environment  com ply with direc-

t ions in force, including correct  regis-

t rat ion and docum entat ion of appli-

cat ions about  changes. 

On a test  basis, we have inspected that  

the operat ing system s are updated in 

com pliance with procedures in force and 

that  current  status is registered. 

 

No com m ents. 

Changes in exist ing user sys-

tem s and operat ion environ-

m ents comply with form alised 

procedures and processes. 

We have asked Managem ent , whether 

procedures for patch m anagem ent  are 

established in I nvent io.I T A/ S. 

By inspect ion on test  basis, we have ver-

ified that  adequate procedures are ap-

plied for cont rolled implementat ion of 

changes in the product ion environm ents, 

including that  dem ands to the patch 

m anagem ent  cont rols ensure that  
 

 applicat ions for change are regis-

tered and described. 

 all changes are subject  to form al im -

pact  assessm ents before im plem en-

tat ion. 

 All changes are subject  to form al im -

pact  assessm ents 

 fall-back plans are described 

 system s affected by changes are 

ident ified. 

 Documented test  of changes is per-

form ed before they are put  into op-

erat ion 

 documentat ion is updated reflect ing 

the implemented changes in all m a-

ter ial respects. 

 procedures are subject  to m anaging 

& coordinat ion by a “Change Board” 

No com m ents. 
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C O N T R O L  O B JEC T I V E 1 3 :   

Com m unicat ions Security  

 

To ensure protect ion of inform at ion in networks and ensure protect ion of support  of inform at ion 

processing facilit ies.  

 

I nvent io.I T A/ S’  

cont rol procedures 
Auditor ’s test  of cont rols Test  findings 

Networks m ust  be protected 

against  threats in order to se-

cure network-based system s 

and the t ransmit ted data. 

 

Product ion environment  m ust  

be secured against  failing sup-

ply in relat ion to redundancy to 

network connect ion to the in-

ternet . 

 

Network t raffic/ access from  

product ion environm ent  to the 

outside world is available by 

m eans of m ult iple supply en-

t r ies or access from  m ore than 

one supplier. 

 

I t  has been checked that  necessary pro-

tect ion against  unauthorised access is 

im plem ented, including:  

 Appropriate procedures for m anaging 

network equipment  are established. 
 

 Segregat ion of user funct ions is es-

tablished. 
 

 Appropriate logging and m onitoring 

procedures as well as follow-up are 

established. 
 

 Managing the com pany ’s network is 

coordinated in order to ensure opt i-

m al ut ilisat ion and a coherent  secu-

r it y level. 
 

 Ensured that  connect ions for data 

com m unicat ion with the internet  are 

established via m ore than one I SP 

supplier. 
 

 On a sam ple basis gone through 

documentat ion from  the suppliers 

about  writ ten basis for cont ract , as 

well as regular set t lem ent  of ac-

counts for services rendered by the 

I SP suppliers. 

 

No com m ents. 

Adequate procedures for m an-

aging threats in the form  of at -

tacks from  the internet  (cyber-

at tacks)  m ust  be im plem ented. 

I n this connect ion, tools for 

m anaging the cont ingency ap-

proach in the event  of a cyber-

at tack m ust  be devised. 

 

 

We have cont rolled that  an adequate 

num ber of procedures with accom pany-

ing cont ingency plans regarding m anag-

ing threats in relat ion to cyber-at tacks 

are im plemented. 

By inspect ion on a test  basis, we have 

ensured:  

 that  appropriate fram ework for m an-

aging cyber-at tacks is devised. 
 

 that  plans for m anaging the threat  

are devised and implem ented. 
 

 that  the plans include cross-organi-

sat ional collaborat ion between inter-

nal groups. 

 

 

No com m ents. 
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C O N T R O L  O B JEC T I V E 1 4 :   

( Acquisit ion) , developm ent  and m aintenance of 

system s 

 

Ensure that  ERP Online Services are m anaged with adequate I T-securit y, including an appropriate seg-

regat ion of funct ions between product ion environm ent  and developm ent  environm ent . 

 

I nvent io.I T A/ S’  

cont rol procedures 
Auditor ’s test  of cont rols Test  findings 

I nvent io.I T A/ S has prepared 

system  developm ent  and 

m aintenance act ivit ies based on 

a proprietary project  m odel. 

 

The developm ent  organisat ion is 

st ructured with a cent ral steer-

ing com mit tee having the re-

sponsibilit y for creat ing suitable 

procedures and accompanying 

m anagem ent  cont rols. 

 

All changes to be im plem ented 

in the product ion environm ent  

m ust  be approved by the devel-

opm ent  group responsible for 

the ERP Online Service solut ion 

in quest ion. 

 

Software developm ent  m ust  be 

placed in independent  test  envi-

ronm ents. 

 

 

 

We have:   

 asked m anagem ent  whether a general 

qualit y m anagement  m odel has been 

prepared for the handling of software 

developm ent  

 I n connect ion with the audit , cont rolled 

the existence of procedures and rou-

t ines for roll-out  of software changes 

 

The user m anagem ent  secures an appropri-

ate cont rol in relat ion to handling the logical 

access cont rol. 

 

On a sam ple basis, we have cont rolled that  

all user act ivit ies are registered and logged 

in a cent ral database. The I T Securit y Man-

ager reviews the logging database on a reg-

ular basis. 

 

We have cont rolled the existence of proce-

dures for segregat ion between the produc-

t ion environment  and the environm ent  for 

developm ent  and m aintenance. 

 

I n connect ion with our audit , we have 

checked the existence of segregated test  en-

vironm ents for the software developm ent . 

 

On a sam ple basis we have tested that  the 

product ion environm ent  for software devel-

opm ent  takes place from  an independent  I P 

segm ent .  

 

 

No com m ents. 
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C O N T R O L  O B JEC T I V E 1 5 :   

Supplier  Rela t ionships 

 

External business partners are obliged to com ply with the com pany’s established fram ework for I T 

securit y level.  

 

I nvent io.I T A/ S’  

cont rol procedures 
Auditor ’s test  of cont rols Test  findings 

Risks related to external busi-

ness partners are ident ified, 

and securit y in third-party 

agreem ents are m anaged.  

 

We have verified that  in connect ion with 

the use of external business partners 

there are form al cooperat ion agree-

m ents. 

 

On a test  basis, we have inspected that  

the cooperat ion agreem ents with exter-

nal suppliers com ply with the require-

m ents about  covering relevant  securit y 

condit ions in relat ion to the individual 

agreem ent . 

 

No com m ents. 

I n case of changes with impact  

on the product ion environm ent , 

and where services from  exter-

nal suppliers are used, suppli-

ers are selected through collab-

orat ion between the Operat ions 

Manager and the I T Securit y 

Manager. Solely approved sup-

pliers are used.  

We have asked Managem ent  about  rele-

vant  procedures applied in connect ion 

with select ing external partners. 

We have ensured that  appropriate proce-

dures for m anaging cooperat ion with ex-

ternal partners are established. 

We have tested that  key suppliers have 

updated and approved cont racts. 

 

No com m ents. 

Monitoring must  be conducted 

on a regular basis, including 

supervision of external busi-

ness partners. 

We have ensured that  there are appro-

priate processes and procedures for on-

going m onitor ing of external suppliers. 

 

No com m ents. 
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C O N T R O L  O B JEC T I V E 1 6 :   

I nform at ion Secur ity I ncident  Managem ent  

 

To achieve report ing of securit y incidents and weaknesses in the com pany's inform at ion pro-

cessing system s in a way t hat  allows for t im ely correct ions. 

 

I nvent io.I T A/ S’  

cont rol procedures 
Auditor ’s test  of cont rols Test  findings 

Securit y incidents are reported 

to Management  as soon as pos-

sible, and the handling is per-

form ed in a consistent  and effi-

cient  way. 

 

We have asked Managem ent  whether 

procedures are established for report ing 

securit y incidents. 

We have verified that  procedures and 

rout ines are devised for report ing and 

handling of securit y incidents, and that  

the report ing is subm it ted to the r ight  

places in the organisat ion;  see Direc-

t ions.  

We have verified that  the responsibilit y 

for the handling of cr it ical incidents is 

clearly delegated, and that  the related 

rout ines ensure that  securit y breaches 

are handled expedient ly, efficient ly, and 

m ethodically.  

 

No com m ents. 
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C O N T R O L  O B JEC T I V E 1 7 :   

I nform at ion Secur ity Aspects of Business Cont i-

nuity Managem ent  
 

Business cont inuity m anagem ent  is to counteract  interrupt ion in the company’s business act ivit ies, 

protect  cr it ical inform at ion assets against  the impact  of a m ajor crash or disaster, as well as en-

sure fast  recovery. 

 

I nvent io.I T A/ S’  

cont rol procedures 
Auditor ’s test  of cont rols Test  findings 

A consistent  fram ework has 

been established for the com -

pany's cont ingency plans to en-

sure that  all the plans are co-

herent  and m eet  all security re-

quirem ents and to determ ine 

the prior it isat ion of tests and 

m aintenance. 

 

We have asked Managem ent  whether 

business cont inuity m anagem ent  has 

been devised for ERP Online Services at  

I nvent io.I T A/ S. 

 

By inspect ion on a test  basis, we have 

verified 

 

 that  appropriate fram ework for prep-

arat ion of business cont inuity m an-

agem ent  has been established 

 

 that  cont ingency plans are prepared 

and im plem ented 

 

 that  the plans include business cont i-

nuity m anagement  across the organ-

isat ion 

 

 that  the plans include appropriate 

st rategy and procedures for com m u-

nicat ion with the stakeholders of I n-

vent io.I T A/ S. 

 

 that  cont ingency plans are tested on 

a regular basis 

 

 that  m aintenance and reassessm ent  

of the total basis for business cont i-

nuity m anagement  is undertaken on 

a regular basis. 

 

 

No com m ents. 
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C O N T R O L  O B JEC T I V E 1 8 :   

Com pliance w ith the Role  as Data Processor  

 

Pr inciples for  processing personal data : 

There is com pliance with procedures and cont rols ensuring that  collect ing, processing, and stor ing 

of personal data are perform ed in accordance with the agreem ents for processing personal data. 

 

I nvent io.I T A/ S’  

cont rol procedures 
Auditor ’s test  of cont rols Test  findings 

A uniform  fram ework is estab-

lished in the form  of standard 

cont racts, Service Level Agree-

m ents, as well as Data Proces-

sor Agreem ents or the like, 

containing an out line of the ba-

sis for processing personal 

data. 

 

We have cont rolled the existence of up-

dated procedures in writ ing for pro-

cessing personal data, and that  the pro-

cedures include requirem ents to legal 

processing of personal data. 

 

No com m ents. 

Only the kind of processing of 

personal data included in direc-

t ions from  Data Cont roller is 

perform ed. 

 

We have cont rolled that  Managem ent  

ensures that  processing of personal data 

is solely perform ed in accordance with 

direct ions.  

We have checked, using a sam ple con-

sist ing of a suitable num ber of pro-

cessing that  processing is perform ed ac-

cording to direct ions. 

 

No com m ents. 

Managem ent  im mediately in-

form s the Data Cont roller, if Di-

rect ions in the Data Processor ’s 

view is cont rary to the General 

Data Protect ion Regulat ion or 

data protect ion provisions ac-

cording to other EU legislat ion 

or the nat ional legislat ion of the 

m em ber states. 

 

We have cont rolled that  Managem ent  

ensures that  processing is reviewed and 

the existence of form alised procedures 

securing that  processing of personal data 

is not  perform ed against  the EU General 

Data Protect ion Regulat ion or other leg-

islat ion. 

We have cont rolled the existence of pro-

cedures for inform ing the Data Cont roller 

in cases when processing of personal 

data is deem ed to be against  legislat ion. 

We have cont rolled that  the Data Con-

t roller was inform ed in cases when pro-

cessing of personal data was deem ed to 

be against  legislat ion. 

 

 

No com m ents. 

 

 

 

 

 

Pe
nn

eo
 d

ok
um

en
tn

øg
le

: 1
O

27
Z-

SP
JS

U
-J

JE
A6

-S
YO

AA
-L

E8
FW

-F
VX

6X



 

/ 38 

Data  Processing: 

There is com pliance with procedures and cont rols ensuring that  personal data can be erased or 

returned if an agreem ent  is entered with the Data Cont roller. 

 

I nvent io.I T A/ S’  

cont rol procedures 
Auditor ’s test  of cont rols Test  findings 

There are procedures in writ ing 

with requirem ents about  stor-

ing and erasing of personal 

data in accordance with the 

agreem ent  with the Data Con-

t roller. 

On an ongoing basis, and at  

least  once a year, assessm ent  

is m ade whether the proce-

dures need updat ing. 

 

We have cont rolled that  there are for-

m alised procedures for stor ing and eras-

ing of personal data in accordance with 

the agreem ent  with the Data Cont roller. 

 

 

We have checked that  the procedures 

are updated. 

 

No com m ents. 

According to the agreem ent  

with the Data Cont roller, when 

processing of personal data is 

finished, data are 

 Returned to the Data Con-

t roller, and/ or 

 Erased, when erasing is not  

against  other legislat ion. 

 

We have cont rolled that  there are for-

m alised procedures for handling the 

Data Cont rollers’ data when processing 

of personal data is finished. 

 

We have cont rolled by random  check us-

ing a suitable populat ion of finished data 

processing cases that  conduct ing the 

agreed erasing or returning of data is 

documented. 

No com m ents. 

There are procedures in writ ing 

including dem ands that  per-

sonal data is only stored in ac-

cordance with the agreement  

with the Data Cont roller. 

On an ongoing basis, and at  

least  once a year, assessm ent  

is m ade whether the proce-

dures need updat ing. 

 

We have cont rolled that  there are for-

m alised procedures ensuring that  storing 

and processing of personal data are 

solely undertaken according to the Data 

Processor Agreem ents. 

We have checked that  the procedures 

are updated. 

We have cont rolled on sam ple basis, 

whether docum entat ion exists that  data 

processing is conducted in accordance 

with the Data Processor Agreem ent . 

 

 

No com m ents. 
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The Data  Processor ’s responsibility: 

There is com pliance with procedures and cont rols ensuring that  solely approved sub-processors 

are used and that , when following up on such processors' technical and organisat ional m easures 

to protect  the r ights of Data Subjects and the processing of personal data, the Data Processor en-

sures adequate securit y of processing.  

I nvent io.I T A/ S’  

cont rol procedures 
Auditor ’s test  of cont rols Test  findings 

There are procedures in writ ing 

including dem ands to the Data 

Processor in relat ion to use of 

sub-processors, including de-

m ands about  Sub-processor 

Agreem ents and Direct ions. 

On an ongoing basis, and at  

least  once a year, assessm ent  

is m ade whether the proce-

dures need updat ing. 

 

We have cont rolled that  there are for-

m alised procedures regarding the use of 

sub-processors, including dem ands 

about  Sub-processor Agreem ents and 

Direct ions. 

 

I nspected that  procedures are updated. 

 

No com m ents. 

For processing personal data, 

the Data Processor solely uses 

Sub-processors, who are spe-

cifically or generally approved 

by the Data Cont roller. 

 

I nspected that  the Data Processor has a 

com plete and updated list  of the sub-

processors used. I nspected using a sam -

ple of 4 Sub-processor from  the Data 

Processor ’s list  that  it  is docum ented 

that  the Sub-processor ’s data processing 

is included in the Data Processor Agree-

m ents – or in other ways approved by 

the Data Collector. 

 

No com m ents. 

When changing the generally 

approved sub-processors used, 

the Data Cont roller is inform ed 

in t ime to enable such cont rol-

ler to raise object ions and/ or 

withdraw personal data from  

the Data Processor. When 

changing the specially ap-

proved sub-processors used, 

this must  be approved by the 

Data Cont roller.  

We have cont rolled that  form alized pro-

cedures are in place for inform ing the 

Data Cont roller when changing the sub-

processors used. 

I nspected documentat ion that  the Data 

Cont roller was inform ed when changing 

the sub-processors used throughout  the 

assurance period. 

 

No com m ents. 

The Data Processor has placed 

the sam e data protect ion obli-

gat ions on the sub-processors 

as the obligat ions included in 

the Data Processor Agreem ent  

or sim ilar docum ent  with the 

Data Cont roller. 

 

We have cont rolled the existence of 

signed Sub-processor Agreem ents with 

all sub-processors used and included in 

the Data Processor ’s list . 

I nspected using a sam ple of 4 Sub-pro-

cessor Agreem ent  that  the agreem ents 

include the sam e dem ands and obliga-

t ions as stated in the Data Processor 

Agreem ents between the Data Cont rol-

lers and the Data Processor. 

 

No com m ents. 
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The Data Processor has a list  of 

approved sub-processors in-

cluding the following infor-

m at ion:  

 Nam e 

 CVR.no. 

 Address 

 Out line of the processing 

 

We have cont rolled that  the Data Proces-

sor has a total and updated list  of ap-

proved sub-processors used.  

I nspected that  the list  as a m inimum  in-

cludes the required informat ion about  

each sub-processor. 

 

No com m ents. 

 

Assist ing the  Data  Cont rolle r : 

Procedures and cont rols are com plied with to ensure that  the Data Processor can assist  the Data 

Cont roller in handing out , correct ing, delet ing, or rest r ict ing processing of personal data as well as 

providing inform at ion about  the processing of personal data to the Data Subjects. 

 

I nvent io.I T A/ S’  

cont rol procedures 
Auditor ’s test  of cont rols Test  findings 

Writ ten procedures exist  which 

include a requirem ent  that  the 

Data Processor m ust  assist  the 

Data Cont roller in relat ion to 

the r ights of Data Subjects. 

Assessm ents are m ade on a 

regular basis – and at  least  

once a year – as to whether the 

procedures should be updated. 

 

We have cont rolled that  form alised pro-

cedures are in place for the Data Proces-

sor ’s assistance to the Data Cont roller in 

relat ion to the r ights of Data Subjects. 

 

I nspected that  procedures are up to 

date. 

 

No com m ents. 

The Data Processor has estab-

lished procedures in so far as 

this was agreed that  enable 

t im ely assistance to the Data 

Cont roller in handing out , cor-

rect ing, delet ing, or rest rict ing 

processing as well as providing 

inform at ion about  the pro-

cessing of personal data to 

Data Subjects. 

 

We have cont rolled that  the procedures 

in place for assist ing the Data Cont roller 

include detailed procedures for:  

 Handing out  data;  

 Correct ing data;  

 Delet ing data;  

 Rest r ict ing the processing of per-

sonal data;  

 Providing inform at ion about  the pro-

cessing of personal data to Data 

Subjects. 

I nspected documentat ion that  the sys-

tem s and databases used support  the 

perform ance of the said relevant  detailed 

procedures. 

 

No com m ents. 
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Records of processing act iv it ies: 

There is com pliance with procedures and cont rols ensuring that  the Data Processor keeps records of 

processing personal data for which the Data Processor is responsible. 

 

I nvent io.I T A/ S’  

cont rol procedures 
Auditor ’s test  of cont rols Test  findings 

There are records of the pro-

cessing act ivit ies for each act iv-

it y in ERP Online Services in 

com binat ion with the relevant  

Data Cont roller. 

 

We have cont rolled documentat ion dis-

playing the existence of records for pro-

cessing act ivit ies for each act ivit y in ERP 

Online Services com bined with the rele-

vant  Data Cont roller. 

 

No com m ents. 

Assessm ent  is m ade on an on-

going basis – and at  least  once 

a year – that  the records are 

updated and correct . 

 

We have cont rolled the docum entat ion 

disclosing that  the records of the pro-

cessing act ivit ies for each Data Cont rol-

ler are updated and correct .  

No com m ents. 

 

Report ing breaches of personal data  secur ity  to the  Supervisory Author ity  ( the  Danish 

Data  Protect ion Agency) : 

There is com pliance with procedures and cont rols ensuring that  any securit y breaches are m anaged 

in accordance with the entered Data Processor Agreem ent . 

 

I nvent io.I T A/ S’  

cont rol procedures 
Auditor ’s test  of cont rols Test  findings 

There are procedures in writ ing  

-  updated at  least  once a year 

– describing how to m anage 

personal data securit y breaches 

including t im ely com m unicat ion 

to the Data Cont roller. 

We have cont rolled the existence of up-

dated procedures in writ ing regarding 

m anaging personal data securit y 

breaches, including descript ion of t imely 

com m unicat ion to the Data Cont roller. 

 

No com m ents. 

Data Processor ensures record-

ing of all personal data securit y 

breaches. 

 

We have cont rolled documentat ion dis-

closing that  all personal data securit y 

breaches are recorded at  the Data Pro-

cessor. 

No com m ents. 

Managem ent  has ensured that  

all personal data securit y 

breaches are t im ely and suffi-

cient ly com m unicated to the 

Data Cont roller, including per-

sonal data securit y breaches 

happened at  Data Processors 

used as subcont ractors. 

 

We have cont rolled documentat ion dis-

playing that  Managem ent  has ensured 

that  all personal data securit y breaches 

are t im ely and sufficient ly com m unicated 

to the Data Cont roller, including personal 

data securit y breaches happened at  Data 

Processors used as subcont ractors. 

 

No com m ents. 
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Dette dokument er underskrevet digitalt via Penneo.com. De underskrevne data er 
valideret vha. den matematiske hashværdi af det originale dokument. Alle 
kryptofrafiske beviser er indlejret i denne PDF for validering i fremtiden.

Dette dokument er forseglet med et kvalificeret elektronisk segl med brug af 
certifikat og tidsstempel fra en kvalificeret tillidstjenesteudbyder.

Sådan kan du verificere, at dokumentet er originalt
Når du åbner dokumentet i Adobe Reader, kan du se, at det er certificeret af 
Penneo A/S. Dette beviser, at indholdet af dokumentet er uændret siden 
underskriftstidspunktet. Bevis for de individuelle underskriveres digitale 
underskrifter er vedhæftet dokumentet.

Du kan verificere de kryptografiske beviser vha. Penneos validator, https://
penneo.com/validator, eller andre valideringstjenester for digitale 
underskrifter

“Med min underskrift bekræfter jeg indholdet og alle datoer i dette dokument.”

Underskrifterne i dette dokument er juridisk bindende. Dokumentet er underskrevet via Penneo™ sikker 
digital underskrift. Underskrivernes identiteter er blevet registreret, og informationerne er listet herunder.
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